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Objectives

Scenario
Prerequisites

Estimated Time to
Complete This Lab

Computers used in this
Lab

Microsoft® Windows Server® 2008 installation technology integrates with IIS 7
modularity to provide granular control, allowing you to install the precise
functionality you want on your Web server. By installing only the features you
require, you increase performance, reliability and security while reducing the
memory footprint of your Web applications.

A Web hosting company will usually install IIS 7 with the desired role services
as part of the server deployment. There are multiple technologies for creating
unattended installations which often involve calling command line arguments to
install specific roles and services. For Windows Server 2008, these command
line utilities are ServerManagerCMD.exe and pkgmgr.exe, which are part of the
installation scripts. In the interest of time, Windows Server 2008 Web Edition
with IIS 7 has been preinstalled for you. You will use the Server Manager
application to inspect and modify the installation, and ServerManagerCMD.exe
to install additional roles services.

In this lab, you will:

e Inspect an IIS 7 server with role services installed as suggested by the
preliminary Shared Hosting Guidelines. Then, you will examine the
contents and memory footprint of a worker process using tasklist.exe.

e  Compare the previous installation to a default installation of IIS 7.

e Use ServerManagerCMD.exe to install role services on the default
installation to match the installation guidance for shared Web hosting
using ServerManagerCMD.exe.

e  Optionally install IIS 7 on a Server Core install with pkgmgr.exe.

45 Minutes

!I ContosoWeb1

The password for the Administrator account on all computers in this lab is:
P@ssword.
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Installation and the New Modular Architecture

Exercise 1
Examining an IIS 7 Installation with Shared Hosting

Guidelines Roles Services Installed
Scenario

By default, IIS 7 is installed as a static Web server with a limited feature set. In this exercise you will examine an IIS
7 Web server that is pre-installed with the role services recommended by the preliminary shared hosting guidelines
on iis.net.

Tasks Detailed Steps

1. Examine the a. Select ContosoWebl from the My Machines.
installation using
Server Manager

On the Start menu, click Server Manager.
c. Inthe Server Manager Console click Roles in the Console Tree.

There will be a slight delay while the server is collecting data for the roles.
d. Review the details shown in the Roles pane.

Note that the Web Server (IIS) role is installed.

e. Scroll down to see the approximately 28 role services running.
Note: You may need to expand the Status column to view the status.
f. Review the Role Services.

Close Server Manager.

2. Examine the h. Click Start | Internet Information Services (IIS) Manager.
installed modulesin | j  poyble-click CONTOSOWEBL in the tree view.
Internet Information

] j- Double-click Modules in the IIS Area of the Features View pane to review what
Services Manager

modules have been installed.

Note: The IIS modules listed will appear as in Figure 1. There should be
approximately 30 modules installed on an IIS 7 web server with options selected
according to the preliminary hosting guidelines.

Page 1 of 15




Installation and the New Modular Architecture

Tasks

Detailed Steps

qil Modules

Use this feature to configure the native and managed code modules that process requests made to the Web server,

Group by:  No Grouping

-

MName =

| Code

| Module Type | Entry Typt =

AnonymousAuthenticationModule  ¥owindir 26\System32Yinetsrv\authanon.dil

Anonymousldentification

BasicAuthenticationModule

CaiModule

ConfigurationvalidationModule

CustomErrorModule
DefaultAuthentication
DefaultDocumentModule

DynamicCompressionModule
FailedRequestsTracingMadule

FastCgiModule
FileAuthorization
FormsaAuthentication
HttpCacheMadule
HttplLoggingModule
HttpRedirectionModule
IsapiFilterModule
IsapiModule
QutputCache

Profile
ProtocolSupportModule
RequestFilteringModule
RoleManager

Session
StaticCompressionModule
StaticFileModule
Urlauthorization

4]

System. Web. Security. AnonymousIdentificationM. ..

Yowindir 2o\System32Yinetsry \authbas. dil
Sowindir 3e\System32Ynetsry g dll
Sowindir 3e\System324inetsry walidcfg.dl
sowindir %e\System32Ynetsry \custerr. dil

System. Web. Security. DefaultAuthenticationMadule

Yewindir %\System32Yinetsrv \defdoc. dil
Sowindir ¥\System32%inetsry \compdyn.dil
Yowindir 36\System32Yinetsry Yisfreb. dil
Yowindir 2o\System32Yinetsry Yistogi. dil
System. Web, Security. FileAuthorizationModule

System. Web. Security. FormsAuthenticationModule

sowindir %\System32Ynetsry \cachhttp. di
gowindir 3u\System32Ynetsry Yoghttp. dil
2owindir %e\System32Ynetsry redirect.dl
2owindir ¥\System32%inetsry \filter . dil

Yowindir %6\System32Ynetsry Yisapi.dil

System, Web. Caching, OutputCacheModule
System. Web Profie.ProfileModule

Sowindir 3e\System32Yinetsry \protsup.dil
sowindir %\System32Ynetsry \modrafit.dll
System. Web.Security. RoleManagerModule
System. Web.SessionState. SessionStateModule
2owindir ¥\5ystem32%inetsry \compstat. dil
Yowindir 36\System32Ynetsry \static.dll
System, Web, Security, UrlauthorizationModule

Mative
Managed
Mative
Mative
Mative
Mative
Managed
Mative
Mative
Mative
Mative
Managed
Managed
Mative
Mative
Mative
Mative
Mative
Managed
Managed
Mative
Mative
Managed
Managed
Mative
Mative
Managed

Local
Local
Local
Local
Laocal
Laocal
Local
Local
Local
Local
Local
Local
Laocal
Local
Local
Local
Local
Local
Local
Local
Laocal
Laocal
Local
Local
Local
Local
Local

Features View |¢ 2 Centent View
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Tasks

Detailed Steps

3. Launch the Default
Web Site to start a
worker process

a. Expand Sites in the left pane and then click on Default Web Site.

b. Inthe Actions pane, under Manage Web Site, click Browse *:80 (http), as
shown in Figure 2.

[*E Intemnet Information Services (115) Manager E NTE|
@.q« @ » CONTOSOWEB1 » Stes b DefautiwebsSite * | e -
Fle Vew Heb
r - 0 Default Web Site Home
- b |2 |8, | 4 Explore
3 Start Page |
i3 Start Pag x JE. Edit Parmissions ..
93 CONTOSOWER L (conTosowg | | SIURBY: Area i —
4.} Appiication Pocls ASPHET Edit Site
=1 [l Sites 3 - . = - Bndings...
- L &) 8 K@ F 3 Bask Settngs...
aspriet_chent o Y = ——
NET T NETProfle  .NETRoles  .NETTrust  NETUsers  Application View Applcalions
Compiation  Globakzation Levels Setings View Virtual Directories
iﬂr = 2 S 9 @l Manage Web Site ~
ab) ] = ] “
Conpection  Machine Key  Pagesand  Providers  Session State  SMTP E-mai ve Remai
Strings Controls tart
us
= s .
@ . y a1 A e
et ] ] = L] =
ase i i W o i Defauit Drectory
Rujes Document Browsing CDIﬁ\IIE
p— = - - Failed Request Tr,
t &=l a=p| T, - T o "=
a4 L] L = i U Limits....
Emor Pages FaledFequest  Handler  HTTP Redirect HTTP IPv4 Address  [SAPI Filters © Hep
Tradng Rues  Mappngs Respo...  and Domai...
Oriine Help
i 1l -
i < =] g £
& JE 4=1] Fe 193
loggng  MIMETypes  Modules Cutput  S5L Sattngs
Caching
J N | e
Ready L=

Figure 1 - Selecting the Browse link in the Actions Pane

c. The default Web sites’ IIS 7 page should be displayed. Launching the Web site
causes a worker process to start that delivers the content.

k. Internet Expolorer click Refresh to ensure the worker process has started.

1. Minimize the IIS Manager and close Internet Explorer.

4. List the worker
processes contents
and memory
footprint with
tasklist

a. Click Start and then Command Prompt.

b. To see alist of all the DLLs loaded in the worker process, at the command
prompt, enter:

tasklist /fi "imagename eq w3wp.exe" /M

Note: This command can be useful for toubleshooting scenarios where you want to
identify if a particular IIS 7 module is present in the worker process.

c. Press the UP ARROW key, remove the /M and press ENTER (the command
should appear as tasklist /fi "'imagename eq w3wp.exe'').

Note: This will report on the memory used by the worker process to deliver the page.
Make a note of the amount of memory consumed. The memory value used by tasklist is
Committed Bytes.

d. Close the Command Prompt window.
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Installation and the New Modular Architecture
Exercise 2
Examining Default IIS 7 Options

Scenario

In this exercise you will examine a default installation of IIS 7 and verify that a static IIS Web Server is installed. In
addition, you will look at the contents of the worker process launched by IIS 7 and compare the memory footprint of
the reduced installation set to that of the more complete installation in Exercise 1.

Tasks Detailed Steps

1. Verify the installed
modaules in Internet
Information Services
Manager

a. Swtich to ContosoWeb2.

b. Click Start | Internet Information Services (IIS) Manager.
Click CONTOSOWEBS3 in the left pane.

d. The IIS Management console will appear as displayed in Figure 3.

e

g Internet Information Services (I15) Manager : =8 x|
€S58 [% » covosowes: » | & -
Fle  View Help
|| @ CONTOSOWEB1 Home
1 Manage Server
Group by:  Area bt
ns
& Stop
_n? :r” = (@] = = View Applicalion Pods
e = L] - a2 : =
Authentcaton Compressan  Default Drectory  ErmorPages  Hander HTTR e
Document Erowsing Mapoings Respa... @ rep
. - P p -
E l s =M o e ) B
/ bl 1 R Sty
loggng  MIMETypes  Modues Output Seryer Worksr
CachingRules Certificates  Processes
Management
L
™
Feature Shared
Delegaton  Configuration
3 » | Eeatures View |- Content View
Ready 95

Figure 2 - The Internet Information Services (11IS) Manager Console

2. Review the installed | a. Double-click the Modules icon in the features pane to review which modules
modules and launch have been installed. The following modules should appear in the list:

the Default Web Site

to start a worker AnonymousAuthenticationModule

process CustomErrorModule
DefaultDocumentModule
HttpCacheModule
HrttpLoggingModule

ProtocolSupportModule

RequestFilteringModule
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Tasks Detailed Steps
StaticCompressionModule
StaticFileModule
b. Expand CONTOSOWEB3 and Sites, then click Default Web Site in the left
pane.

c. Inthe Actions pane, click Browse *:80 (http).
d. The default web site’s IIS7 page should be displayed.

e. Close Internet Explorer and IIS Manager.

3. List the worker
processes contents
and memory
footprint with
tasklist

a. Click Start and then Command Prompt.

To see a list of all the DLLs loaded in the worker process, at the command
prompt, enter:

tasklist /fi "imagename eq w3wp.exe" /M
Note: there are fewer components in this listing than in the previous exercise.

c. Press the UP ARROW key, remove the /M and press ENTER (tasklist /fi
"imagename eq w3wp.exe'').

Note: This will report on the memory used by the worker process to deliver the page.
Make a note of the amount of memory consumed. The memory value used by tasklist is
Committed Bytes.

d. Close the Command Prompt window.
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Exercise 3

Adding Role Services Recommended by Shared Hosting

Guidance
Scenario

In this exercise you will identify which role services need to be added and install those services using the command
line tool ServerManagerCMD.exe. You will then review the additional services in the IIS Manager.

Tasks

Detailed Steps

1. Identify Role
Services that need to
be added

. E Ensure you are working on the ContosoWeb3 Virtual PC machine.

Click Start | Server Manager.
On the Server Manager console expand Roles and then click Web Server (1IS)
in the Console Tree.

The Server Manager window will look similar to the screenshot below.
LTE]

D) web server (115)

»,
\.-I Prides arelable, urisguable, ared scaabse Wb acrcanon st

5] Evemtm Hone i the last 2 hewrs 75 0t Evert Vi
Lif P B

o o arvicem

=
b 5=

s o 15, o ewample comAgUIHOR oy i ADORCHION Puol S0T0uPE magpng. [ 1 serace & Sia00ed, ConAQUratan hetary
with Appacartan Paci mechc Acoess Cartrol Enries sl ot work

Bt e Servces

Bk e e Serces

[sune
rataled
rataied

UL Conbgure refesh

Figure 3 - The Web Server Snap-in in Server Manager

Scroll down, if necessary, to view the Role Services section.

You can see that the default installation of IIS 7 installs a minimal set of IIS role
services. As configured, IIS 7 will deliver anonymous, static content.

Refer to the appendix of this lab. Identify the role services that need to be added
according the Shared Hosting guidelines. These services are in bold font in the
appendix. To install these services using ServerManagerCMD.exe, you need to to
know the role service names used by ServerManagerCMD.

Close Server Manager.
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Tasks Detailed Steps

2. Use a. Click Start | Command Prompt.
ServerManagerCM L )
D to identify b. To see the help listing enter:

ServerManagerCMD /?

Note: The help listing shows the syntax for useful features of ServerManagerCMD,
including installing and removing remote roles and role services as well as rebooting
the computer. See the online help in the ServerManager application for details about
these and other ServerManagerCMD options.

c¢. To see a text listing of installed roles and role services enter:

[z Administrator: Command Prompt

=101 |

[ 1 Directory Browsing

[ 1 HTTP Redirection
[ 1 Application Development

[Web-Http—Redirect]

[Web—Dir-Browsingl

[Web-App-Dey 1 Role Service

1 ASP_NET [Web—Asp—Met]
.NET Extensibhility [Yeh-Het-Ext]l

ASPF [YWeb—-ASEP]

CGI [Web—CGI1

ISAPI Extensions Web-ISAPI-Ext
ISAFI Filters [WeBFISAFT=F &F
Server Side Includes [Web—Includes]

Name J

= - -
e b e e e b

[ 1 Logging Tools [Web-Log-—Libraries]

[ 1 Tracing [Web-Http-Tracingl

[ 1 Custom Logging [Web—Custom—Loggingl

[ 1 ODBC Logging [Webh—ODBC-—Loggingl -

1] | v 4

ServerManagerCMD —query

Note: The listing shows the feature name and role service name. You use the role
service name when referencing the feature with ServerMangerCMD. For example, you
can install IIS 7 with the default installation options using the command.:
ServermanagerCMD.exe —install Web-Server

Note: Installing a role service will install any other required role services. For
example, installing ASP.net will also install ISAPI Extensions, ISAPI Filters, and
.NET Extensibility.

Figure 4 — ServerManagerCMD —query listing
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Tasks Detailed Steps

3. Run a. In Command Prompt window, enter E:
ServerManger CMD Enter cd Lab Files\Lab 1
to install the

required additional
role services.

¢. You would now craft a ServerManagerCMD to install the required role services.
For your convenience, a batch file (installserverroles.bat) has been provided with
the proper command. To view the contents of the installserverroles.bat in
Notepad, enter the following command:
notepad installserverroles.bat

d. Inthe Notepad window, you will see the ServerManagerCMD command as
shown:
ServerManagerCMD -install Web-Http-Redirect Web-ASP-Net Web-Net-Ext
Web-ASP Web-CGI Web-ISAPI-Ext Web-ISAPI-Filter Web-Http-Tracing Web-
Basic-Auth Web-URL-Auth Web-Dyn-Compression Web-Scripting-Tools Web-
Mgmt-Service

Note: If you had not already installed IIS on the server, you could add Web-Server to

the above command to install I1S 7 in addition to the other roles in the batch file.

e. Close Notepad.

f. Run installserverroles.bat to add the additional server roles. This will take a few
minutes.

Note: ServerManagerCMD will not run on Server Core as it is a .NET application.
See Exercise 4 for instructions on using pkgmgr.exe to install components on a Server
Core installation.

g. Close the Command Prompt window.

4. Verify the installed
modaules in Internet
Information Services
Manager

a. Click Start | Internet Information Services (IIS) Manager.
b. Click on CONTOSOWEBS3 in the left pane.

c. The IIS Management console will appear as in Figure 6 below:
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Tasks Detailed Steps
M Internet Information Servic =181x]
@a i - | = e
& - Cmctons
ﬁ.q_ CONTOSOWEB3 Home —
Goupby: Area » - 4 F'm
e RS
NET NET MET Trust hs«ﬂ
Complation  Globalization Lovels B tep
2 & & i
Providers  Session State  SMTP E-mall
ns
?_— 3 ﬂ ‘iw':l L et
AT Authentication Authorization CGl Compr eamon Defadt Directory
Aules Document Erowsing
A B & 2 € 6 @
Eor Pages Failed Request  Hander "'_Pﬂtﬂ-f!ﬂ HTTP TSAPT and CGI  [SAP] Fiters
Traang fules  Mappings Respa... Aestrictions
u J?* J-"".l f"ﬁ' & 4-12
Loggng MIME Types  Modules Cutput Server Warker
Caching Certificates  Processes
Management
- Y=
Feature Shared =il
Delegation  Configuration ;l
141 { yf [ Features view |1 Contentvew
Ready S
Figure 6- 1IS Manager Console after installing additional role services
5. Review theinstalled | a. Double-click Modules to review the modules that have been installed.
modules and worker . . . ..
. b. You will notice that a significant number of additional modules have been
process footprint . A ) o
installed. The IIS modules listed will appear as in Figure 7.
" Intemet Information Services (IIS) Manager =0l
GO [ covosows » FELT T
Ele Yew b
@- |08 eﬂ Modules ‘Add Managed Modle, .
(= 35 m@am Use this feature 1o configure the native and managed code modules that process requests made to the Web lw_’.“’!".",_ ,h,_d‘h_,___"__
3 Apphcationfocis || " View Grdered List..
4 @) Sites Group by: Mo Grouping - B elp
Neme ~ [ code | Module Type [ Entry Type. Cnine Help
IArenymouzAuthentisbortodule. Suvndr¥uSysteni2iretrauta,.. Native Lol |
= + i Sawindr %15: 320 Yout Local
CgiMadule Sewindr % \System32inetervicg, dl Local
CustomErrarMaodule SwindrtiSystam32ynetervicuste...  Mative Local
DefaultDocumentModule Yuwindr %\System32inetsrvidefdo.,.  Mative Local
DirectorylistingModule Sewindr tc\System32\netervidriist.dl  Native Local
DrynamicC Sewindr ¥ iy ‘\comp...  Native Local
F i Sewindr % i Visfreb... Mative Local
FastCoiModule windr eiSystem32netsryisfogi.dl - Native Local
HttpCacheMaduie Sewindr %\System32inetsrvicadhh...  Native Local
HetpLoggingModule “windrieiSystem32inetsrvioghtt,, .  Mative Local
HtipRedirectionodule Sewindr %\System32\netarviyedre... Native Local
IsapiFilterMaduie “windr ¥e\System3Zinetsvifiter.dl  Native Local
IsapiModule Sewindr Ye\System3Zynetsrvisapl.dl  Matve Local
ProtocolSupportModule Sewindr %\SystemI2jnetsrvigrots...  Nafive Local
RequestFiteringModde Sewindr iSystemazinetsrvimadr.,.  Native Local
tatict i Seuindr ¥ vicomp...  Hative Local
StaficFilcModue Sewindr Y%\System32linetsrvistatic.dl  Mative Local
UrlauthorizatonMadule Sewindr 9e\System32inetsrvirlaut,, . Native Local
Sewindrté i \auths... Native Local
4 | » [ Features view |, Content iew
(= Tocahost! config <

Figure 5 - 1IS Manager - Module Listing

c. Click CONTOSOWEBS3 to return to the features view.
d. Locate the ASP feature in the Feature pane.
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Tasks

Detailed Steps

Note: This indicates that ASP was installed.

e. Double-click Handler Mappings in the Features View pane and locate the
ASP.net (.apsx) and ASP (*.asp) mappings.

Expand Sites and click on Default Web Site.
In the Actions pane, click Browse *:80 (http).
The default Web site’s IIS 7 page will display.

= oo

e
.

Close Internet Explorer.

j- Close the IIS Manager console.

Note: Do not close the ContosoWeb3 virtual server. You will use it again in later
labs.
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Exercise 4

Installing IIS 7 with ASP and FastCGl on Server Core

Scenario

In this exercise you will install IIS 7 with ASP and FastCGI onto a Windows Server 2008 Core installation. Server
Core installations are managed entirely from a command prompt and without .NET. PkgMgr.exe is the command
line utility that allows you to install IIS functionality at a very granular level. This can result in verbose command

lines. PkgMegr also has pre-defined role-based packages that can simplify command line construction.

Tasks

Detailed Steps

1. Configure the web
server role using
Server Manager

a. Switch to ContosoWeb2

Press the RIGHT ALT+DELETE keys on the keyboard to launch the logon

dialog box.
c. Log on to the ContosoWeb2 Virtual PC with the following credentials:

e  User name: Administrator
e Password: pass@word1l

d. Click OK.
e. At the command prompt enter:
PKGMGR

Note: You’'ll see the Windows Package Manager command line help contents.

f. Click OK to close the Windows Package Manager window.
g. Display the content of the batch file that performs the Package Manager
installation by entering:
type C:\labfiles\Install-IIS7.bat
Note: the TYPE keyword is used to display the content on the file, rather than
executing the batch file.
The content of the file will display as below:

Start /w pkgmgr /iu:IIS-WebServerRole; IIS-WebServer; I1S-
CommonHrttpFeatures; I1S-Static Content; I1S-DefaultDocument; I1S-
DirectoryBrowsing;IIS-HttpErrors; IIS-ASP; IIS-ISAPIExtensions; I1S-

ApplicationDevelopment; IIS-CGI; I1S-HealthAndDiagnostics, IIS-HttpLogging; IIS-

LoggingLibraries; I1S-RequestMonitor; I1S-Security; I1S-RequestFiltering; I1S-
HttpCompressionStatic; IIS-WebServerManagementTools; WAS-
WindowsActivationService; WAS-ProcessModel

h. Run the batch file and install IIS7 by entering:
C:\labfiles\Install-iis7.bat

2. Verify IIS7 is
running using the
Wrfetch utility.

Note: As there is no browser application installed in the Windows Server 2008 Core,
you will use the Wfetch utility from the IIS 6 Resource Kit to show that the default IIS

7 Web site is running on http://CONTOSOWEB?2:80.
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Tasks

Detailed Steps

a. Run Wfetch to connect to the local Web server by entering:

C:\abfiles\wfetch.exe

b. Click Go! In the Wfetch window to start the Web site.

a wietch - Wfetchl B o |
File Edit View Window Help

: | (%] | |’@|
BB wietch1 N ][]

Verb: 7| Host: Jlocalhost ~|Pot:jdsfaut = |Ver:[11 7| |—_|‘D1Id;:b]|idwl_ P

Path: |/ i : |
— Authertication P 3 :

futh: | Anomymous 'I Connect: |http 'I ﬂ -

Domain: Cipher.  |defaul - IT_'W;H“

User: Client cert:|none 'I j —

Pagswd: I Pm:g:lﬂgpm 3|5|} ’VF Reuse =l
Log output

al

Figure 6 - The Wfetch Main Console

C.

The Log Output pane will display the HTML of the default IE7 page.
=3[

Tl Edit View m-dm Help =121
s ofala)
Veb [GET =] Host focaioa =] ponfscaurt =]veri1 =] -‘——__|D:5am'ml. I from il
Path: [/ = =
fughe

= g

© RESPONSE: *=====szrzrses n
@ HTTR/1.1 200 OK\n
@ Content-Type: text/himl\rin

@ Last-Modified: Mo, 03 Sep 2007 17:17:34 GMTY'n
@ Accept-Ranges: bytesyin

@ ETag: "501e8a5idesecT 1:07y

@ Server: Microsoft-115/7.0'n

© Date: Mon, 03 Sep 2007 17:25:48 GMTirn
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