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Microsoft has created a new FTP service that has been completely rewritten for 
Microsoft® Windows Server® 2008. This new FTP service incorporates many 
new features that enable Web authors to publish content better than before, and 
offers Web administrators more security and deployment options. This document 
will walk you through creating FTP sites and implementing some common 
scenarios by directly editing the IIS configuration files. 

In this lab, you will walk through the steps to accomplish each of the following 
scenarios:  

·  Adding an FTP binding to an existing Web site  

·  Creating a new FTP site from scratch  

·  Adding virtual host names to an existing FTP site  

·  Adding SSL to an existing FTP site  

·  Configuring IP security for an existing FTP site  

·  Configuring user isolation for an existing FTP site  

·  Configuring .NET membership authentication for an FTP site  

·  Configuring IIS manager authentication for an FTP site 
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   ContosoWeb1 

 

 

    

 

 

 

The password for the Administrator account on all computers in this lab is: 
pass@word1 
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Tasks Detailed Steps 

Complete the following  
tasks on: 

  ContosoWeb1 

1. Launch the 
Windows Server 
2008 Enterprise 
virtual machine and 
log on 

 
 

a.  If the ContosoWeb1 virtual machine is not already running, start it using 
Virtual PC on the physical host computer. 

b. Press RIGHT ALT+DELETE  to launch the Logon dialog box.  

c. Log on to the ContosoWeb1 Virtual PC with the following credentials: 

User name: Administrator  
Password: pass@word1 

d. Click OK. 

Note: You may enter full-screen mode by pressing RIGHT ALT+ENTER. You may 
exit full-screen mode at any point by pressing the key combination again.�

2. Install the FTP 
Publishing Service 

a. Open Windows® Explorer. 

b. Navigate to E:\Lab Files\Collateral\Lab 9. 

c. Double-click ftp7_x86.msi to launch the Microsoft FTP Publishing Service for 
IIS 7 installer. 

d. On the Welcome screen, click Next. 

e. On the End-User License Agreement screen, check I accept the terms in the 
License Agreement, and then click Next. 

f. On the Custom Setup screen, click Next. 

g. On the Ready to install screen, click Install . 

h. When the installation is complete, click Restart IIS. This is required to enable the 
new FTP Service.  

i. The iisreset.exe application will run. Once it has completed, click Finish to close 
the wizard. 

j.  In the already open Explorer window, double-click ftpLabPrep.cmd. This script 
prepares files and folders for use in the upcoming FTP exercises.  
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Tasks Detailed Steps 

1. Integrated 
Publishing  

a. Click Start | Internet Information Services (IIS) Manager. 

b. In the Internet Information Services (IIS) Manager window, expand 
CONTOSOWEB1, expand Sites, and then select Default Web Site. 

c. In the Actions pane, click Add FTP Publishing.

 

d. On the Binding and SSL Settings screen, under SSL, uncheck Require SSL, and 
then click Next.

 

e. On the Authentication and Authorization Information  screen, under 
Authentication, select Anonymous. 

f. Under Authorization , select Anonymous users from the Allow access to drop-
down list. 

g. Under Permissions, check the Read box, and then click Finish.
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h. In the left pane, right-click Default Web Site, select Refresh, and then press F5. 

Notice that your site now has FTP-related options at the Home view.

 

i. Double-click FTP Authentication. 

Notice that anonymous authentication has been enabled because you specified it 
earlier in the FTP Publishing Wizard.
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j.  Click Default Web Site to return to the Home view. 

k. Double-click FTP Authorization Rules. 

Notice that the Anonymous Read permission you specified in the wizard has been 
configured here.

 

l. Click Default Web Site to return to the Home view. 

m. Double-click FTP Directory Browsing. 

Here you can change directory listing style and options. Checking the Available 
bytes option here will show free space to connected users, and reflects Windows 
Server 2008 disk quotas if enabled.
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n. Click Default Web Site to return to the Home view. 

o. Double-click FTP Messages. 

p. Under Message Behavior, check Support user variables in messages.

 

q. In the Welcome box, enter Hello %UserName%! 

r. In the Actions pane, click Apply . 

s. Click Default Web Site to return to the Home view. 

t. Open a Command Prompt. 

u. Type the following to test the new FTP site: 

ftp localhost 

v. When prompted, log in as user Anonymous with a blank password. Note that the 
welcome message you set up earlier says Hello Anonymous! which reflects the 
user you are logged in as. 

w. Type dir  and press Enter. Notice that you’re connected to the root of your default 
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Web site. You can view and download files, but you don’t have write access. 

x. Type bye and press Enter to sign off the FTP server, and then close the 
Command Prompt.

 

y. In the Internet Information Services (IIS) Manager window, in the Actions 
pane, click Bindings…. 

Here you can see the FTP binding which was created by the wizard. 

If you wanted to quickly and easily disable integrated publishing in one step, you 
would remove this binding.

 

z. Click Close to dismiss the Site Bindings window.�

 

 

 

 

 

  

  



Administering the IIS 7 File Transfer Protocol (FTP) Server 

 

Page 7 of 26 

������	�
&

'	���
"��
����
������
���(��	
�
)��
*���+

Tasks Detailed Steps 

1. Create a certificate 
for use with FTP 
over SSL 

 

a. In the Internet Information Services (IIS) Manager window, click 
CONTOSOWEB1. 

b. In the Feature pane, double-click Server Certificates. 

c. In the Actions pane, click Create Self-Signed Certificate.  

This does not reflect security best practices, but allows us to easily demonstrate 
the certification functionality in a lab environment.

 

d. On the Specify Friendly Name screen, enter My FTP Certificate and then click 
OK. 

e. In the Connections pane, click Default Web Site. 

f. Double-click FTP SSL Settings. 

g. In the SSL Certificate drop-down list, select My FTP Certificate.
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h. Under SSL Policy, confirm that Allow SSL connections is selected.  

i. In the Actions pane, click Apply .�

2. Test SSL FTP 
Connection 

Note: Since you have specified Allow SSL connections as the SSL Policy, you have the 
option of using SSL during your FTP session, but it is not required. We will now use 
an SSL-enabled command line FTP application (called ftps) to test the newly enabled 
functionality. 

a. Open a Command Prompt. 

b. Type the following command to open a standard (non-SSL) connection to the FTP 
server: 

  ftps localhost 

c. Log in as Anonymous with a blank password as before. 

Note: You are now connected without SSL. 

d. To enable SSL, type SSL on and press Enter. 

Note: Notice the messages indicating the SSL has been enabled for both command and 
data. 

e. Type bye and press Enter to log off.

 

3. Change 
configuration 
to require SSL 
connections 

a. Switch back to the IIS Manager, and then, in the FTP SSL Settings screen, 
under SSL Policy, select Require SSL connections.
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b. Click Apply . 

c. Return to the Command Prompt, and type ftp localhost. 

d. Sign in as Anonymous. Notice that access is denied because the client does not 
support SSL. 

e. Type bye and press Enter to exit the FTP application.

 

f. To establish an SSL connection, type ftps -p localhost. 

g. Sign in as Anonymous with a blank password. This time the connection is 
successful because you’ve satisfied the server’s SSL required policy. 

h. Type bye and press Enter.
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4. Enable basic 
authentication 
to further 
enhance 
security 

Note: We will now disable anonymous access and enable basic Windows® 
authentication to further enhance security. 

a. Switch back to the IIS Manager, and then click Default Web Site. 

b. Double-click FTP Authentication. 

c. Select the Anonymous Authentication mode and then, in the Actions pane, 
clickDisable.

 

d. Select the Basic Authentication mode and then, in the Actions pane, click 
Enable. 

e. In the Connections pane, click Default Web Site to return to the Home view. 

f. Double-click FTP Authorization Rules. 

g. Select the Allow rule for Anonymous Users and then, in the Actions pane, click 
Remove. 

h. Click Yes to confirm the removal of anonymous authorization. 

i. In the Actions pane, click Add Allow Rule. 

j.  In the Add Allow Authorization Rule  window, select the Specified users radio 
button. 

k. Enter Administrator  as the user, check both Read and Write  permissions, and 
then click OK.
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l. In the Connections pane, click Default Web Site to return to the Home view. 

m. Double-click FTP SSL Settings. 

n. Select the Custom radio button, and then click Advanced.

 

Note: Notice here you have granular control over how SSL policy is applied to both 
the control channel and data channel. For example, you may wish to allow users to 
scan data with a virus solution, so you could set Control Channel SSL to Require only 
for credentials, and then set Data Channel SSL to Deny, ensuring that the data is 
unencrypted and therefore open to scanning. 

Note that in order for all this functionality to be effective, you need to ensure the 
clients connecting to the server support SSL. 

o. Click Cancel to close the window. 
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p. Under SSL Policy, select Allow SSL connections, and then click Apply .

 

5. Test the new 
authentication 
and 
authorization 
settings using 
FTP over SSL 

a. Launch a Command Prompt. 

b. Type the following command to test the new credentials: 

ftps -p localhost 

c. Enter a user name of Administrator with a password of pass@word1. 

d. Enter the following command to confirm that you now have full permissions: 

  del test.png 

Note: The file will be successfully deleted since you specified Read and Write 
permissions in the wizard. 

e. Type bye and press Enter.

 

f. Close the Command Prompt.�
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Tasks Detailed Steps 

1. Set up another site 
to prepare for the 
virtual host steps 

 

a. In the Internet Information Services (IIS) Manager window, in the 
Connections pane, click Sites. 

b. In the Actions pane, click Add Web Site. 

c. In the Add Web Site window, under Site Name, enter Contoso. 

d. Under Physical path, browse to C:\inetpub\webroot\contoso. 

e. Under Host name, enter www.contoso.msft and then click OK.

�

2. Add a virtual host to 
the default Web 
site's FTP binding 

a. In the Connections pane, click Default Web Site. 

b. In the Actions pane, under Edit Site, click Bindings…. 

c. In the Site Bindings window, select the ftp  binding and then click Edit . 

d. In the Edit Site Binding window, under Host name, enter ftp.example.msft, and 
then click OK.



Administering the IIS 7 File Transfer Protocol (FTP) Server 

 

Page 14 of 26 

Tasks Detailed Steps 

 

e. Click Close to dismiss the Site Bindings window. 

3. Add FTP Publishing 
to the Contoso site 
including a virtual 
host 

a. In the Connections pane, click Contoso. 

b. In the Actions pane, click Add FTP Publishing. 

c. In the Binding and SSL Settings screen, under Virtual Host , enter 
ftp.contoso.msft. 

d. Under SSL, select the My FTP Certificate and uncheck Require SSL. 

e. Click Next.

 

f. On the Authentication and Authorization Information  screen, under 
Authentication, select Basic. 

g. Under Authorization , select Specified users, and enter Administrator  into the 
text box. 

h. Under Permissions, select Read and Write , and then click Finish.
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4. Use virtual hosts 
in credentials  
to connect 
to different FTP 
servers at the 
same IP 

a. Launch a Command Prompt. 

b. Type ftp localhost. 

c. Enter a user name of ftp.contoso.msft|Administrator, with a password of 
pass@word1. 

d. Type dir  and press Enter.

 

Note: Notice that you are now browsing the content for the Contoso Web site you 
added earlier. 

e. Type bye and press Enter to disconnect. 

f. Type ftp localhost. 

g. Enter a user name of ftp.example.msft|Administrator, with a password of 
pass@word1. 

h. Type dir  and press Enter. 
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Note: Notice that you are now browsing the content for the Default Web Site, which 
differs from the Contoso content. 

i. Type bye and press Enter to disconnect.
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Tasks Detailed Steps 

1. User isolation a. Switch to the Internet Information Services (IIS) Manager window. 

b. In the Connections pane, click CONTOSOWEB1. 

c. In the Features view, double-click FTP Directory Browsing. 

d. Under Directory Listing Options, select Virtual directories,  and then click 
Apply  

.  

e. In the Connections pane, click Default Web Site. 

f. In the Features view, double-click FTP User Isolation. 

Note: Notice the two sections. First, under “Do not isolate users”, there are two 
settings. These settings will start the user in either the FTP root or their user name 
directory, but do not restrict directory changes to other areas of the site. 

The second section, “Isolate users”, has three settings. The first is a new feature, user 
name directory (disable global virtual directories). In this option, global virtual 
directories are disabled to enable user-specific virtual directories. This feature 
ensures that users cannot navigate to other virtual directories that contain content 
they should not be able to view or modify. This exercise will focus on using the new 
functionality provided by this feature. 

The second option, user name physical directory (enable global virtual directories) is 
backward-compatible with the implementation in IIS 6. The IIS 6 implementation 
partially isolates users with a physical directory, but still allows them to view global 
virtual directories. 

g. Select User name directory (disable global virtual directories), and then, in the 
Actions pane, click Apply .
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h. In the Connections pane, right-click the Default Web Site and select Add 
Virtual Directory . 

i. In the Add Virtual Directory  window, under Alias, enter LocalUser. 

j.  Under Physical path, enter c:\inetpub, and then click OK.

 

k. In the Connections pane, right-click the LocalUser virtual directory and click 
Add Virtual Directory . 

l. In the Alias text box, enter Administrator . 

m. In the Physical path text box, enter c:\inetpub\wwwroot, and then click ok. 
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 .  

Note: Now let's assume that Administrator also needs Web authoring rights to the 
Contoso site. We can use a virtual directory to accomplish this. 

n. In the Connections pane, right-click the Administrator  virtual directory, and 
then click Add Virtual Directory . 

o. Under Alias, enter Contoso. 

p. Under Physical path, enter c:\inetpub\webroot\contoso, and then click Ok. 

 

q. Open a Command Prompt. 

r. Type ftp localhost. 

s. Connect using ftp.example.msft|Administrator with a password of 
pass@word1. 

t. Type dir  and press Enter to see your home directory from the client perspective.
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Note: Notice that the Administrator virtual directory places you into the Default Web 
Site root, and that you also have a subfolder for Contoso. Feel free to navigate the 
folders and note that the Contoso virtual directory is specific to Administrator and not 
accessible to other users. 
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Tasks Detailed Steps 

1. Non-Windows 
Authentication 

a. In the Internet Information Services (IIS) Manager window, in the 
Connections pane, click the CONTOSOWEB1 node. 

b. In the Features view, double-click Management Service. 

c. In the Management Service screen, under Identity Credentials, select Windows 
credentials or IIS Manager credentials. 

d. Under SSL certificate, select My FTP Certificate. 

e. In the Actions pane, click Apply �

�

f. In the Actions pane, click Start to start the WMSVC service. 

g. In the Connections pane, click CONTOSOWEB1. 

h. Double-click IIS Manager Users. 

i. In the Actions pane, click Add User. 

j.  Enter a User name of Contoso, a password of pass@word1, and then click OK. 

�
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k. In the Connections pane, click Default Web Site. 

l. Double-click FTP Authentication. 

m. Select the Basic Authentication mode, and then in the Actions pane, click 
Disable. 

n. In the Actions pane, click Custom Providers. 

o. Check the box next to IisManagerAuth, and then click OK�

�

p. In the Connections pane, click Default Web Site. 

q. Double-click FTP Authorization Rules. 

r. Select the Allow rule for Administrator , click Remove, and then click Yes to 
confirm. 

s. In the Actions pane, click Add Allow Rule. 

t. In the Add Allow Authorization Rule  window, select the Specified users radio 
button, and enter Contoso. 

u. Under Permissions, select Read and Write , and then click OK.
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v. In the Connections pane, click Default Web Site.

 

w. In the Features view, double-click IIS Manager Permissions. 

x. In the Actions pane, click Allow User. 

y. In the Allow User window, select the IIS Manager radio button, enter Contoso 
in the text box, and then click OK.
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Note: The following three steps are necessary because we set user isolation to user 
name directory in Exercise 5. 

z. In the Connections pane, right-click the LocalUser virtual directory and click 
Add Virtual Directory . 

aa. In the Alias text box, enter Contoso. 

bb. In the Physical path text box, enter c:\inetpub\webroot\contoso, and then click 
ok.  

 

cc. Launch a Command Prompt. 

dd. Type ftp localhost. 

ee. Authenticate with a user of ftp.example.msft|Contoso and password of 
pass@word1.
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Note: You are now connected using the IIS Manager user Contoso, which enhances 
security by allowing you to delegate administration to Web authors without granting 
inappropriate access. Since it is not present in the local windows user database or 
Active Directory, this account is unable to log in to the local machine. 

ff. Close the Command Prompt.�

 


