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Administering the IIS 7 File Transfer Protocol (FT&erver

Administering the IIS 7 File Transfer
Protocol (FTP) Server

Microsoft has created a new FTP service that has bempletely rewritten for
Microsoft® Windows Server® 2008. This new FTP seevincorporates many
new features that enable Web authors to publisteabbetter than before, and
offers Web administrators more security and depkyhoptions. This document
will walk you through creating FTP sites and imp&tting some common
scenarios by directly editing the IIS configuratiidas.

In this lab, you will walk through the steps to ewgplish each of the following
scenarios:

Adding an FTP binding to an existing Web site

Creating a new FTP site from scratch

Adding virtual host names to an existing FTP site
Adding SSL to an existing FTP site

Configuring IP security for an existing FTP site
Configuring user isolation for an existing FTP site
Configuring .NET membership authentication for arPrsite

Configuring IS manager authentication for an FTitE s

60 Minutes

!I ContosoWebl

The password for the Administrator account on afhputers in this lab is:
pass@wordl
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#

Tasks

Detailed Steps

Complete the following
tasks on:

!I ContosoWeb1

1. Launchthe
Windows Server
2008 Enterprise
virtual machine and
log on

a.

d.

E If the ContosoWeb1virtual machine is not already running, startsing
Virtual PC on the physical host computer.

PresRIGHT ALT+DELETE to launch thé.ogon dialog box.
Log on to theContosoWeb1Virtual PC with the following credentials:

User nameAdministrator

Passwordpass@wordl
Click OK.

Note: You may enter full-screen mode by pres&i@HT ALT+ENTER. You may
exit full-screen mode at any point by pressingkitye combination again.

2. Install the FTP
Publishing Service

a.

OpenWindows® Explorer.
Navigate toE:\Lab Files\Collateral\Lab 9.

Double-clickftp7_x86.msito launch the Microsoft FTP Publishing Service for
IIS 7 installer.

On theWelcomescreen, clickext.

On theEnd-User License Agreemenscreen, checkaccept the terms in the
License Agreementand then clickNext.

On theCustom Setupscreen, clickext.
On theReady to installscreen, clicknstall.

When the installation is complete, cliBestart IIS. This is required to enable tH
new FTP Service.

The iisreset.exe application will run. Once it lkkasnpleted, click=inish to close
the wizard.

In the already open Explorer window, double-clitth_abPrep.cmd. This script
prepares files and folders for use in the upcorkihg exercises.
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Tasks

Detailed Steps

1. Integrated

e a. Click Start | Internet Information Services (1I1S) Manager.
Publishing _ _ _
b. Inthelnternet Information Services (1I1S) Manager window, expand
CONTOSOWEBI, expandSites and then sele@efault Web Site
c. IntheActions pane, clickAdd FTP Publishing.
ISETET
@'ﬁ.‘ [@ » CONTOSOWEB1 b Sites b Default WebSite b | & - @ -
Fle View Help
; [acons
Q- id |2 |8 Q Default Web Site Home s =)
g sm,t;age = 1 Edit Permissions. ..
-85 CONTOSOWEB1 (CONTOSOWER | | S/euRbY: Area T &8 —
L2} Application Pools ASP.NET = Edit Site
@] Sites indings. ..
E -32 Default Web Site :‘?;’_: (¥ P \/ = zascn;m"gsm
N NET ‘NEFP;'DmE .MET Roles View Applications
Compilation  Globalization View Virtual Directories
D R E e
METTrust  .NETUsers  Application  Connection
Levels Settings Strings
gﬂ? E -’E\?; &1} Browse Web Site
Machine Key ngﬁ;:::d Providers  Session State & Browse *:50 (htp)
Advanced Settings...
) —
SMTP E-mail Failed Request Tradng...
Limits...
- LI Add FTP Publishing
@ Help 0
Rl | »| [ElFeatures view |/ content view Oniine Help -
Ready |
d. OntheBinding and SSL Settingsscreen, undeé8SL, uncheckRequire SSL, and
then clickNext.
Binding and SSL Settings
—Binding
IP Address: Part:
All Unassigned j |21
Virtual Host:
|
Example: ftp.contoso.com
V¥ Start FTP site automatically
—S5L
Certificates:
INotSeIeched
| Reguire 55L
Previous | Next I Finish | Cancel |
e. On theAuthentication and Authorization Information screen, under
Authentication, selectAnonymous
f.  UnderAuthorization, selectAnonymous usersfrom theAllow access tadrop-
down list.
g. UnderPermissions check theReadbox, and then clickinish.

Page 2 of 26




Administering the IIS 7 File Transfer Protocol (FT&erver

Tasks

Detailed Steps

Add FTP Site Publishing I 2]

Authentication and Authorization Information

—Authentication

v Anonymous

" Basic

— Authorization

Allow access to:

IAHOI‘IYI‘HDUS users j

Permissions

¥ Read
™ wirite

Previous | Iext | Finish I Cancel |

h. In the left pane, right-clicbefault Web Site selectRefresh and then preds5.

Notice that your site now has FTP-related optidrth@Home view.
SR
@;g [@ » CONTOSOWEE1 b Sites b DefaultWebSite » | & i@ -

Ele View Help

g Default Web Site Home I

€- |z e 141 Explore =]
€5 StartPage Edi
) w = it Permissions. ..
E£+-95 CONTOSOWEB1 (CONTOSOWER Groupby: Area a8
122 Application Pools e -] Edit Site
(6] Sites Bindings...
(-3 Default Web Site z " [E Basic Settings...
R R OB @ ———
. view Applications
FTP FTP FTP Directory  FIP Firewall
Authentication Authorizati...  Browsing Suppart View Virtual Directories
= E = & Manage Web Site -
F e j L 3 < Restart
FlPIPand FTPloggng FTPMessages  FTPSSL b
Domain ... Settings i
8 stp
&a Browse Web Site
FTP User & Browse =80 (http)
Isolation PR
s Configure
Failed Request Tradng... o
] 2 = car Limits...
= e 8
ASP Authentication Autharization CGI = Manage FTP Site &
Restart
4 | 1 | = ]Features view |i - Content View Start 2
Ready €

Double-clickFTP Authentication.

Notice that anonymous authentication has been eddi@cause you specified it

earlier in the FTP Publishing Wizard.
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Tasks

Detailed Steps

"B Internet Information Services (I15) Manager

NI

@ @

@;! [@ » CONTOSOWEB1 » Sites » DefaultWebSite »
File View Hep
0 | FTP Authentication
€- |z e g
€5 Start Page E——
-85 CONTOSOWEB1 (CONTOSOWE i Vo Grouping &
2} Aoplication Pools Mode - [status [ Type |
(6] Sites Anonymous Authentication Enabled Built-In
(1403 Default Web Site Basic Authentication Disabled Buit-In
4 | v | = ]Features view |; - Content View
Ready

Custom Providers

@ Hep
Online Help

4

Click Default Web Siteto return to théHome view.

k. Double-clickFTP Authorization Rules.

Notice that the Anonymous Read permission you $ip€lcin the wizard has beel

configured here.

"B Internet Information Services (I15) Manager NETET]
@ (5 [@ » CONTOSOWEB1 b Sites b Default\WebSite » | & @ -
Ele Vew Hep
=g FTP Authorization Rules
Q- |z I8 Add Allow Rue. .
§ startpage Mode | Users | Roles | Permissions | i
E£+-95 CONTOSOWEB1 (CONTOSOWER | 7
- Allow  Anonymous Users Read @ tep
(5} Appiication Pools Z
(6] Sites Oniine Help
43 Default Web Site
4 | v | = ]Features view |; - Content View
Ready €j

Click Default Web Siteto return to the Home view.

m. Double-clickFTP Directory Browsing.

Here you can change directory listing style andomst Checking the Available
bytes option here will show free space to conneuatsats, and reflects Windows

Server 2008 disk quotas if enabled.

n
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"B Internet Information Services (I15) Manager NETET]
@!’! [@ » CONTOSOWEB1 » Sites » DefaultWebSite » | & @ -
Ble View Help
T | 3= FTP Directory Browsin, _
€- |z e g v 9 5/ Apoly
¥ Start Page By Caneed
! 5 Cance
E£+-€5 CONTOSOWEB1 (CONTOSOWER Directory Listing Style 4
122 Application Pools & Ms-DOS @ Hep
(8l Sites i Online Help
[1-403) Default Web Site |
~Directory Listing Options
Display the following information in directory listings:
I virtual directories
¥ Available bytes
™' Four-digityears
4 | v | = ]Features view |; - Content View
Ready €

n. Click Default Web Siteto return to thédome view.
0. Double-clickFTP Messages

p. UnderMessage BehavigrcheckSupport user variables in messages

" Internet Information Services (IIS) Manager METES
@5_‘, [@ } CONTOSOWEBL b Sites b Default\WebSite > |@ - @
Fle view Hep
- —— Ao |
CHEIE) (* 9 s
- Start Page =y Cancel
55 cancel
183 CONTOSOWEB (CONTOSG e Betiitn o
(2 Applcation Pools ™ Suppress defauit banner @ rep
28] sites Online Help
- v
@ Default i iz ¥ support user variables in messages
I¥! show detalled messages for local requests
Message Text
Banner:
Vielcome:
Hello %Userhame %! =
Exit:
Maximum Connections:
4 v | Features view |\ Content View
Ready %

g. IntheWelcomebox, enteHello %UserName%!
r. IntheActions pane, clickApply.
s. Click Default Web Siteto return to the Home view.
t. Open aCommand Prompt.
u. Type the following to test the new FTP site:
ftp localhost

v. When prompted, log in as us&nonymous with ablank password. Note that thg
welcome message you set up earlier $#slto Anonymous! which reflects the
user you are logged in as.

w. Typedir and pres&nter. Notice that you're connected to the root of ydefault
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Tasks

Detailed Steps

X.

Z.

Web site. You can view and download files, but gon’t have write access.

Typebye and pres&nter to sign off the FTP server, and then close the
Command Prompt.

Administrator: Command Prompt

Microsoft Windows [Version 6.8.668611
Copyright {c)> 2886 Microsoft Corporation. All rights reserved.

C:wUsers:Administrator>ftp localhost
Connected to CONIOSOWEB1.
228 Microsoft FIP Service
User (CONTOSOUWERL:<{nonel?: anonymous
331 Anonymous access allowed. send identity (e-mail name) as password.
Passuword:
tory has 3683652688 bytes of disk space available.
» anonymous logged in.

command successful.
connection already open; Transfer starting.
5 : DIR> aspnet_client
PM 689 iisstart.htm
M 184946 test.png
al PH 184946 welcome.pnyg
226 Transfer complete.
ftp: 288 hytes received in B.@18%econds 28.88Khytesssec.
ftp> bye
221 Goodbye.

C:slUsersSAdministrator>

In thelnternet Information Services (IIS) Manager window, in theActions
pane, clickBindings....

Here you can see the FTP binding which was creatdtle wizard.

If you wanted to quickly and easily disable intdgohpublishing in one step, yoU
would remove this binding.

 Type | HostName | Port | 1P Address | Bind Add...
http a0 =
fip 21 =

Click Closeto dismiss the Site Bindings window.
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Tasks

Detailed Steps

1. Create a certificate
for use with FTP
over SSL

a.

g.

In thelnternet Information Services (IIS) Manager window, click
CONTOSOWEBL.

In theFeature pane, double-cliciServer Certificates
In theActions pane, clickCreate Self-Signed Certificate

This does not reflect security best practicesatlotvs us to easily demonstrate
the certification functionality in a lab environnien

“E Internet Information Services (II5) Manager WEIES
@l., [€5+ conrosones: » |8~ @ -
Ele Vew Help
- @ Server Certificates
@-HiZ |8 : Import.
W5 start Page
E gﬂj T (oiioad | Use s festure o requestand manage certficates tht the Web server can use with Vieb sites Create Certficate Request..
(2} Application Pacls SanaEdins Conglets Coik A0 T
B8] Sites Name ~ | Issued To | tssued By ekt
@) Default Wieb Site WMSwe-CONTOSOWEB 1 CONTOSOWEB1 CONTOSOWEBL abwatidlatoschi e
Create Self-Signed Certificate.
@ hep
Online Help
< | 2l
| »| [ Features View |, Content View
Ready %

On theSpecify Friendly Namescreen, entavly FTP Certificate and then click
OK.

In theConnectionspane, clickDefault Web Site
Double-clickFTP SSL Settings
In theSSL Certificate drop-down list, seledfly FTP Certificate.

“E Internet Information Services (II5) Manager WEIES
@l_, [ @ » contosowEsL » Stes b Defaultwebsite » @ - @

fle View Hep

(e ; ladions |
Q-7 I8 @ FTP SSL Settings

= L5/ Apply
&5 start P =
a ag ConTosowes1 (conTosd| S5t Certiicate: 5 Cave the curent changes.
~+(Z} Application Paols My FTP Certifica View... @ Hep
B8] Sites Online Help

0} Default Web Site 551 Policy
@ Alow SSL connections

" Require S5L connections

© custom Advanced.

™ Use 128-hit encryption for SSL connections

| »| [ Features View |, Content View

Ready %
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Tasks

Detailed Steps

h. UnderSSL Policy, confirm thatAllow SSL connectionsis selected.

i. IntheActions pane, clickApply.

2. Test SSL FTP
Connection

Note: Since you have specified Allow SSL connectioiseaSSL Policy, you have th
option of using SSL during your FTP session, bigtiitot required. We will now use
an SSL-enabled command line FTP application (cdtes) to test the newly enableq
functionality.

a. Open a&Command Prompt.

b. Type the following command to open a standard (&8h) connection to the FT
server:

ftps localhost
c. Log in asAnonymouswith ablank password as before.
Note: You are now connected without SSL.
d. To enable SSL, typ8SL onand pres&nter.

Note: Notice the messages indicating the SSL has bedneehfor both command an
data.

e. Typebyeand pres&nter to log off.

[z~ Administrator: Command Prompt

Microsoft Windows [Version 6.8.668611
Copyright {c)> 2886 Microsoft Corporation. All rights reserved.

C:wUsers Administrator>ftps localhost
Connected to CONIOSOWEB1.
228 Microsoft FIP Service
User (CONTOSOUWERL:<{nonel?: anonymous
331 Anonymous access allowed. send identity (e-mail name) as password.
Passuword:
238-Hello anonymous?
Directory has 3683529728 bytes of disk space available.
238 User anonymous logged in.
ftp> S8L on
SSL for Commands On .
SSL for Data On .
234 AUTH command ok. Expecting TLE Negotiation.
288 PBSZ command successful.
288 PROT command successful.
ftp> bye
221 Goodhye

C:\Users\Administrator>

[}

3. Change
configuration
to require SSL
connections

a. Switch back to thélS Manager, and then, in thETP SSL Settingsscreen,
underSSL Policy, selectRequire SSL connections
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Tasks

Detailed Steps

% Internet Information Services (II5) Manager JSETES]

@ | @ covosowEst b sies b DefaultwiebSte |& -~ 1@ -

Fle View Help

Jd) FTP SSL Settings
s} 15/ Apoly
i X
OO R 551 Certificates [Save the current changes.
} Applcation Pools [my FTP certificate =] vew.. @ tep
18] Sites Online Help
&1 Default Web Site S5L Policy
€ Allow 551 connections
@ Require S5L connections
© Custom Advanced...
I Use 128-bit encryption for SSL connections
5 o [ElFestres view Ji - content view
Ready L

Click Apply.
Return to th&Command Prompt, and typ€ftp localhost.

Sign in asAnonymous. Notice that access is denied because the claad dot

support SSL.
Typebye and pres&nter to exit the FTP application.

Administrator: Command Prompt

C:sUsersSAdministrator?ftp localhost
Connected to CONTOSOWEB1.
228 Microsoft FIP Service
Uzer (CONTOSOWERL :<{(none)): anonymous
534-Policy reguires SSL.
Win32 error: Access is denied.
Error detail 88L policy reguires S8L for control channel

221 Goodbye.

C:sUsersSAdministratory

To establish an SSL connection, tyffies -p localhost

Sign in asAnonymous with ablank password. This time the connection is

successful because you've satisfied the serversr&§uired policy.

Type bye and press Enter.
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Tasks

Detailed Steps

Administrator: Command Prompt

C:\Users“Administrator>ftps —p localhost
Connected to CONTOSOWEB1.

228 Microsoft FIP Service

234 AUTH command ok. Expecting TL8 Hegotiation.
280 PBSZ command successful.

280 PROT command successful.

User C(CONTOSOWERL:<{none2>: anonymous

331 Anonymous access allowed. send identity (e-mail name? as password.
Password:
238-Hello anonymous?

Directory has 3683308544 bytes of dick space available.
238 User anonymous logged in.
ftp> bye
221 Goodhye.

C:~Users\Administrator>

4. Enable basic
authentication
to further
enhance
security

Note: We will now disable anonymous access and enalsie bdindows®
authentication to further enhance security.

a.
b.

Switch back to th&lS Manager, and then cliciDefault Web Site
Double-clickFTP Authentication.

Select theAnonymous Authentication mode and then, in th&ctions pane,
clickDisable

“ Internet Information Services (II5) Manager WEIES
@ ) | @ » contosowEsL b Sites » DefaultwebSite » |& ~ & i@ -

fle View Hep

Disable

@ FTP Authentication

ATOSOWER1 (ConTosq | | SFOURDY: 1o Grovping
} Application Fools Mode ~ [stews [ 1ype | Custom Providers
{8 Sites Anonymeus Authentication Diszbled Built-In @ Hep

) Default Web Site Basic Authentication Enabled Built-1n

Online Help

0 »l 1] Features View |, - Content View

Ready

%

Select theBasic Authentication mode and then, in th&ctions pane, click
Enable.

In theConnectionspane, clickDefault Web Siteto return to thedome view.
Double-clickFTP Authorization Rules.

Select theAllow rule forAnonymous Usersand then, in théctions pane, click
Remove

Click Yesto confirm the removal of anonymous authorization.
In theActions pane, clickAdd Allow Rule.

In theAdd Allow Authorization Rule window, select th&pecified usergadio
button.

EnterAdministrator as the user, check bd&eadandWrite permissions, and
then clickOK .
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Tasks

Detailed Steps

Add Allow Authorization Rule x|

Allow access to this content to:
™ all Users
™ all Anonymous Users

" Spedfied roles or user groups:

Example: Admin, Guest

¥ Spedfied users:

Iadminish’ab:ur
Example: User1, User2

Permissions

v Read

Ok I Cancel

I.  IntheConnectionspane, clickDefault Web Siteto return to thédome view.
m. Double-clickFTP SSL Settings

n. Select theCustomradio button, and then clickdvanced

& Internet Information Services (IIS) Manager WEIES
@ ) |@» conosowesi » stes » Defauitwebste » |& - hi@-
fle View Hep
4= FTP SSL Settings
e 17 |8 & 9 B
G start Page i 5% Cancel
-85 CONTOSOWEB1 (CONTOSG E5l-Certifioate: =
2} Applcation Fools [y FTP Certficate =l ven... @ Hep
8] Sites Online Help.
) Default Web Site 55L Policy
' allow S5L connections
" Require S5L connections
™ Use 128-hit encryption for SSL connections
4 »| [ Features View |, Content View
Ready &

Note: Notice here you have granular control over how $8licy is applied to both
the control channel and data channel. For examypde, may wish to allow users to
scan data with a virus solution, so you could settel Channel SSL to Require onl
for credentials, and then set Data Channel SSLeanyDensuring that the data is
unencrypted and therefore open to scanning.

Note that in order for all this functionality to ledfective, you need to ensure the
clients connecting to the server support SSL.

0. Click Cancelto close the window.
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Tasks Detailed Steps
p. UnderSSL Policy, selectAllow SSL connections and then clicldpply .
T
@ y [Qw) » CONTOSOWEBL b Sites b Default WebSite b | &2 @ -
File view Hep
@ FTP SSL settings
15/ Apoly
: S5l Certfeate:  rave T asrent danges]
INTOSOWEB 1 (CONTOS!
23 Applcation Pocls [my FTP certificate =] vew.. @ Hep
(8] Sites Oriine Help
€3 Default Web Site Ssi. Policy
@ allow S5L connections
' Require S5L connections
' custom
™ Use 128-bit encryption for SSL connections
0 »l 1] Features View |, - Content View
Ready b

5. Test the new
authentication
and Type the following command to test the new creddstti

authorization ftps -p localhost
settings using
FTP over SSL

a. Launch a Command Prompt.

=

o

Enter a user name of Administrator with a passvadnoass@wordl.

o

Enter the following command to confirm that you nbave full permissions:
del test.png

Note: The file will be successfully deleted since yacsgd Read and Write
permissions in the wizard.

e. Type bye and press Enter.

Administrator: Command Prompt

C:sUsersAdministrator>ftps —p localhost
Connected to CONTOSOWEBL.

220 Microsoft FIP Service

234 AUTH command ok. Expecting TLS MNegotiation.
208 PBEZ command successful.

288 PROT command successful.

User (CONTOSOWEBL:<{(none)>: administrator

zyord required for admninistrator.
Passuor
230-Hello administrator?
Directory ] 603152896 b;_ltes of disk space availahle.

238 User administrator logged in.
ftp> del test.png

250 DELE command successful.
ftp> bye

221 Goodhye.

C:slUsersSAdministrator>

f. Close the Command Prompt.
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Tasks Detailed Steps

1. Set up another site a. Inthe Internet Information Services (lIS) Managerwindow, in the
to prepare for the Connectionspane, clickSites
virtual host steps ] ) ]
b. IntheActions pane, clickAdd Web Site
In the Add Web Site window, undeiSite Name enterContosa

d. UnderPhysical path browse taC:\inetpub\webroot\contosa

e. UnderHost name enterwww.contoso.msftand then clickOK .

Site name: Application pool:
|Cnntosu:u |Cnntoso Select... |
— Content Directory

Physical path:

Iu:: linetpubywebrooticontoso _l

Pass-through authentication

Connect as... Test Settings...

—Binding
Type: IP address: Port:
Ihtt]:l LI I.-'-\II Unassigned j IBIZI
Host name:

Iww'.f\'.contoso.msfﬂ

Example; www.contoso. com or marketing. contoso, com

¥ start Web site immediately

Ok I Cancel

2. Add a virtual host to

a. IntheConnectionspane, clickDefault Web Site
the default Web
site's FTP binding b. IntheActions pane, undekdit Site, click Bindings....
c. IntheSite Bindingswindow, select thép binding and then clickdit.

d. IntheEdit Site Binding window, undeiHost name enterftp.example.msft and
then clickOK.
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Tasks

Detailed Steps

Type: IP address: Part:
Iﬂu ;I IAII Unassigned j IEJ.
Host name:

|Fn:|.example.msf'ﬂ

Example: www,contoso.com or marketing. contoso, com

Ok I Cancel

e. Click Closeto dismiss th&ite Bindingswindow.

3. Add FTP Publishing
to the Contoso site
including a virtual
host

a. IntheConnectionspane, clickContosa
b. IntheActions pane, clickAdd FTP Publishing.

c. IntheBinding and SSL Settingsscreen, undé¥irtual Host, enter

ftp.contoso.msft

d. UnderSSL, select theMy FTP Certificate and unchecRequire SSL.
e. Click Next.

Add FTP Site Publishing . 2lxl

Binding and SSL Settings

—Binding
IP Address: Port:
IAII Unassigned j |21

Virtual Host:
|Fh:|.conhoso .msft

Example: ftp.contoso.com

V¥ Start FTP site automatically

—S5L
Certificates:
IMy FTF Certificate j Wiew...

L

Erevious | Next I st | Cancel |

f.  On theAuthentication and Authorization Information screen, under

Authentication, selecBasic

g. UnderAuthorization, selectSpecified usersand enteAdministrator into the

text box.

h. UnderPermissions selectReadandWrite, and then clickinish.
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Tasks Detailed Steps

4, Use virtual hosts

, i Launch aCommand Prompt.
in credentials

b. Typeftp localhost.

to connect

to different FTP c. Enter a user name €p.contoso.msft|Administrator, with a password of
servers at the pass@wordl

same IP d. Typedir and pres&nter.

Note: Notice that you are now browsing the content lier Contoso Web site you
added earlier.

e. Typebyeand pres&nter to disconnect.
f.  Typeftp localhost.

g. Enter a user name &p.example.msft|/Administrator, with a password of
pass@wordl

h. Typedir and pres&nter.
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Tasks
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Note: Notice that you are now browsing the content lier Default Web Site, which
differs from the Contoso content.

i. Typebye and pres&nter to disconnect.
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Tasks

Detailed Steps

1. User isolation

Switch to thelnternet Information Services (1IS) Manager window.
In theConnectionspane, clickCONTOSOWEB].

In theFeaturesview, double-click-TP Directory Browsing.

a o o ®

UnderDirectory Listing Options, selectirtual directories, and then click
Apply

e. IntheConnectionspane, clickDefault Web Site
f. IntheFeaturesview, double-click-TP User Isolation

Note: Notice the two sections. First, under “Do not &s@ users”, there are two
settings. These settings will start the user ihezithe FTP root or their user name
directory, but do not restrict directory changesother areas of the site.

The second section, “Isolate users”, has threersgst The first is a new feature, use

name directory (disable global virtual directorie$) this option, global virtual
directories are disabled to enable user-specifitual directories. This feature
ensures that users cannot navigate to other virtli@ctories that contain content
they should not be able to view or modify. Thig@se will focus on using the new
functionality provided by this feature.

The second option, user name physical directorgtienglobal virtual directories) is
backward-compatible with the implementation in6lSThe 1S 6 implementation
partially isolates users with a physical directohyt still allows them to view global
virtual directories.

g. SelectUser name directory(disable global virtual directories), and thenthe

Actions pane, clickApply.
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Tasks

Detailed Steps

h. In theConnectionspane, right-click thé®efault Web Siteand selecAdd
Virtual Directory .

i. IntheAdd Virtual Directory window, undetilias, enterLocalUser.

j- UnderPhysicalpath, enterc:\inetpub, and then cliclOK.

k. IntheConnectionspane, right-click thé.ocalUser virtual directory and click
Add Virtual Directory .

I.  IntheAlias text box, enteAdministrator .

m. In thePhysical pathtext box, entec:\inetpub\wwwroot, and then cliclok.
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Tasks Detailed Steps

Note: Now let's assume that Administrator also needs &¥horing rights to the
Contoso site. We can use a virtual directory tocaeplish this.

n. IntheConnectionspane, right-click thédministrator virtual directory, and
then clickAdd Virtual Directory .

0. UnderAlias, enterContosa

p. UnderPhysical path enterc:\inetpub\webroot\contosg and then cliclOk.

g. Open a&Command Prompt.
r. Typeftp localhost

s. Connect usindtp.example.msft|Administrator with a password of
pass@wordl

t. Typedir and pres&nter to see your home directory from the client pertipec
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Tasks

Detailed Steps

Note: Notice that the Administrator virtual directorygues you into the Default Weh
Site root, and that you also have a subfolder fontdso. Feel free to navigate the
folders and note that the Contoso virtual direct@gpecific to Administrator and ng

accessible to other users.
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1
234 5%

Tasks Detailed Steps
1. Non-Windows . . . .
. a. Inthelnternet Information Services (IIS) Manager window, in the
Authentication Connectionspane, click th&& ONTOSOWEB1 node.
b. IntheFeaturesview, double-clickManagement Service
c. IntheManagement Servicescreen, undddentity Credentials, selectWindows
credentials or IS Manager credentials

d. UnderSSL certificate, selectMy FTP Certificate.
e. IntheActions pane, clickApply
f. IntheActions pane, clickStart to start the WMSVC service.
g. IntheConnectionspane, clickCONTOSOWEBL.
h. Double-clickllS Manager Users

In theActions pane, clickAdd User.

Enter aUser nameof Contosq a password giass@wordl and then cliclOK.
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k. IntheConnectionspane, clickDefault Web Site
|.  Double-clickFTP Authentication.

m. Select theBasic Authentication mode, and then in th&ctions pane, click
Disable

n. IntheActions pane, clicklustom Providers

0. Check the box next tisManagerAuth, and then cliclOK

In theConnectionspane, clickDefault Web Site
d. Double-clickFTP Authorization Rules.

r. Select theAllow rule for Administrator , click Remove and then clickresto
confirm.

s. IntheActions pane, clickAdd Allow Rule.

t. IntheAdd Allow Authorization Rule window, select th&pecified usergadio
button, and enteContosa

u. UnderPermissions selectRead andWrite , and then cliclOK .
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Tasks Detailed Steps

v. IntheConnectionspane, clickDefault Web Site

w. IntheFeaturesview, double-clicklS Manager Permissions
X. IntheActions pane, clickAllow User.

y. IntheAllow User window, select thdS Manager radio button, ente€ontoso
in the text box, and then clidBK.
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Detailed Steps

Note: The following three steps are necessary becaussetveser isolation to user
name directory in Exercise 5.

z. In theConnectionspane, right-click thé ocalUser virtual directory and click
Add Virtual Directory .

aa. In theAlias text box, ente€Contosa

bb. In thePhysical pathtext box, entec:\inetpub\webroot\contosq and then click
ok.

cc. Launch aCommand Prompt.
dd. Typeftp localhost.

ee. Authenticate with a user @tp.example.msft|Contoscand password of
pass@wordl
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Detailed Steps

Note: You are now connected using the IIS Manager usatdso, which enhances
security by allowing you to delegate administratiolVeb authors without granting
inappropriate access. Since it is not present lttal windows user database or
Active Directory, this account is unable to loganthe local machine.

ff. Close theCommand Prompt.
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